
POSITION:  Network Administrator 

SALARY: $70,000 - $ 87,000 

JOB SUMMARY 

The Network Administrator is a key, senior member of the team who will maintain, secure, optimize, expand 
and support a growing network infrastructure. The Canaveral Port Authority fundamentally depends upon a 
high-availability, state-of-the-art production network for administrative, physical security, terminal 
operations, and retail functions.  The Network Administrator position is responsible for the operational 
integrity of a scalable, sustainable, and secure network architecture that operates 24x7x365 to meet CPA’s 
mission, goals, and strategic initiatives. CPA’s enterprise network infrastructure is a modern, complex 
Juniper/Extreme/Palo Alto network spanning 18 facilities. CPA’s core network in our Data Center provides 
connectivity and security for multiple servers and storage systems in our private cloud environment.  CPA 
also utilizes an active co-location facility for business continuity, as well as an increasing number of key 
systems in commercial cloud environments.  The role will support port-wide network infrastructure, 
security, routing, switching and wireless networking for 200 staff and up to 6000+ concurrent wired/wireless 
users. This individual reports directly to the Senior Director of Information Technology. 

ROLE AND RESPONSIBILITIES 

 Performs a major role in ensuring the security, stability and overall usability of the CPA network and 
providing an excellent networking experience to our staff, customers, and guests 

 Monitors network performance and ensures high level system availability and reliability 

 Works collaboratively with colleagues in Information Technology and across the enterprise to provide 
ongoing support and to meet departmental and institutional needs 

 With the other members of the IT team, serves as Level 2-3 response concerning problems and 
assignments from the Help Desk, including problem ticket resolution 

 Configures, maintains and optimizes network equipment including Extreme x450/650 series switches 
involving system upgrades service packs, patches, hot fixes and security configurations 

 Stays up to date with advances in the field, and ensures that CPA’s network designs and security posture 
conforms to best practices 

 Configures, maintains and optimizes security/authentication devices and software including Palo Alto 
3020, Junos Pulse, NetMotion, and other components involving system upgrades, service packs, patches, 
hot fixes and security configurations 

 Configures, maintains, and optimally utilizes network monitoring and management devices and software 
including Extreme NetSight, SolarWinds, Nagios, Intermapper, Cacti, and Netdisco including system 
upgrades involving service packs, patches, hot fixes and security configurations 

 Monitors system resource utilization, analyzes trending, and performs capacity planning 

 Works within established configuration and change management policies and procedures to ensure 
awareness, documentation, approval and success of changes made to the network infrastructure 

 Manages appropriate access control based on security and compliance requirements such as PCI 

 Collaborates with vendors and other IT personnel to resolve problems as needed 

 Collaborates with management, stakeholders, customers and guests to fulfill network and security needs, 
objectives, projects and ongoing plans 

 Works very well with customers, regardless of technical ability, in a complex, high pressure environment 
to maintain a high level of customer satisfaction, trust and confidence 

 Plays a lead role in the evaluation and recommendation of new technologies and support strategies 

 Works in close and effective coordination and collaboration with external vendors and service providers 

 Leads consistent improvement of technology and services 

 Monitors and analyzes network traffic to maximize network performance and user productivity 



 Monitors both VM and physical servers through various network monitoring systems 

 Monitors and analyzes network threats through Palo Alto and performs vulnerability and threat 
assessment 

 Maintains network inventory database and service contracts 

 Trains and mentors other employees and support staff on networking topics and issues 

 Excellent interpersonal, written, and oral communication skills and the ability to communicate effectively 
with both highly technical and non-technical audiences 

 Ability to self-manage and prioritize multiple tasks to consistently meet timelines 

 Exceptional critical thinking and problem solving ability, and proficiency in conducting online research or 
consultation with 3rd party tech support to find solutions to technical problems independently 

 Must have demonstrable strong skills in math, logic and troubleshooting 

 Ability to work effectively as a positive and engaged member of a high-performing / collaborative team of 
professionals 

 Experience configuring, tuning, and utilizing IDP/IPS, firewalls, and network behavioral analysis tools 

 Demonstrated experience at working well with senior management, peers and coworkers, and all levels 
of end users, in high-pressure situations and complex environments 

 Demonstrated ability to handle multiple priorities in a highly dynamic and fast paced environment 

 Strong organizational, prioritization, and time management skills 

 Demonstrated strong analytical, systems thinking, and problem-solving skills 

 Deep understanding  and application of networking protocols and standards such as DNS, DHCP, BGP, 
OSPF, SNMP, 802.1x, 802.3, 802.11, licensed microwave, etc. 

 Hands-on experience with monitoring, network diagnostic and network analytics tools (open source tools 
such as Nagios, Cacti preferred) 

 Basic low-voltage cabling knowledge, including support/troubleshooting of CAT6 networks, inside plant 
and outside plant fiber optics, and phone systems 

 Low-voltage wiring, including install, troubleshooting and repair 

 Demonstrated sound judgment and decision-making commensurate with the responsibilities of the 
position, and specifically in maintaining a high-availability network 

 Troubleshoot user access/login accounts issues in Active Directory 

 Have professional experience in airport, seaport, or higher education environments, providing 
infrastructure and support for administrative, physical security, and customer functions 

 Strong understanding of government systems and business processes 

 Advanced knowledge of network security including IDS, DDoS, firewalls, and other distributed attack 
schemes 

 Strong professional presence in subject area and government organizations, including presentations and 
committee participation 

 Project management, including complex and highly technical projects in production environments 

 Expert knowledge of networking in general, and substantive professional experience or the proven ability 
to quickly transition to the Juniper, Extreme and Palo Alto platforms 

 Microsoft Windows desktop and server operating systems (Windows 7/10, Server 2008/2012), Microsoft 
Office & Visio, Office 365, Active Directory 

 VMware ESX experience, including Vsphere, Vmotion, Vcenter and similar modules 

 Security systems including IP video cameras and NVR 

 Access control systems including door controllers and similar 
Database support: SQL Server 

 Other duties and responsibilities as assigned.  This may include performance of duties not directly 
indicated in the job description  

 Must maintain confidentiality 



QUALIFICATIONS AND EDUCATION REQUIREMENTS 

 4-year Bachelor’s degree preferred. Computer Science or related technical field highly preferred 

 Preferred 8-10 years of intensive professional experience in campus, production networks or a minimum 
of 4-6 years of intensive professional experience in related field 

 Previous management and staff supervisory skills 

 Relevant network/security certifications preferred (CCNA, CCNP, ECNA, ECS, ECE, etc.) 

REQUIRED LICENSES AND CONDITIONS 

 Possess a valid Florida Driver’s License   

 Able to secure a Transportation Worker Identification Credential (TWIC) 

PHYSICAL REQUIREMENTS 

 Ability to lift and move equipment up to 35 lbs 

 Ability to perform the physical requirements of the position such as lifting, bending, standing for 
extended periods, and ladder work 

WORKING CONDITIONS 

 Requires a Friday thru Monday 6:00 AM – 5:00 PM (off Tuesday, Wednesday, Thursday) schedule, which 
is subject to change based on operational requirements 

 Occasional, pre-scheduled evening 

 Provide rotating, on-call standby service 

 Office Environment – with the ability to travel to and from other offices/buildings  
 
 

The Canaveral Port Authority is an Equal Opportunity Employer. In compliance with Equal Employment 
Opportunity guidelines and the Americans with Disabilities Act, the Canaveral Port Authority provides reasonable 
accommodation to qualified individuals with disabilities and encourages both prospective and current employees 
to discuss potential accommodations with the employer.  Preference will be given to eligible veterans and their 
eligible spouses of veterans who are disabled, missing in action, captured, or forcibly detained by a foreign 
power. 
 
 
 


